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Prepared by: Lt. Arline Gilmore [ Department of Police Accountability
Priority: High [ ] Civil Grand Jury:

DOJ Recommendation #: 24.4
The SFPD should implement a policy and a Department General Order stipulating that there is no
reight to provacy in any use of department-owned equipment of facilities

DOJ Objective: Choose One

Executive Summary:
Upon reviewing SFPD Department General Orders and Department Bulletins, an amended
department bulletin was drafted to amend existing Department General Orders

Purpose: _ :
To comply with DOJ Recommendation 24.4, a Department Bulletin was written to update Department

General Order 10.08 stipulating that there is no right to privacy in any use of department owned
equipment or facilities

Policy:

DB #17-032 has been drafted to amend DGO 10.08, a copy of which is attached.

Audit (if applicable):

Per DB 15-141, both sworn and non-sworn members are required to electronically acknowledge the
Department Bulletin in HRMS

Written Directive: (D.G.O., Dept. Manual, Bureau Orders, Dept. Bulletins, etc.

DGO 2.09 Personal use of Social Media

DGO 10.07 Use of Cellular Telephones

DGO 10.08 Use of Computers and Peripheral Equipment

D.B. 17-032 SFPD members’ Expectation of Privacy Use of Computer, peripheral Equipment and
Facilities '

D.B. 16-089 Department Email Policy and Procedures
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Supporting Documentation: (Learning Domains, Power points, Lesson Plans, Policies)
Screen Shot:

NO EXPECTATION OF PRIVACY. Members are reminded that their use of City computers, City-issued
electronic devices and the City's internet link and email system is not private and have no expectation
of privacy. The Department randomly audits all official electronic communications, Department issued
email accounts, communications on mobile terminals and text messages on Department issued
phones. The Department randomly monitors, accesses, retrieves or deletes any information, record or
site that a member viewed, created, stored, received or sent over the Department's computers, internet
link and email system, for any reason, with or without cause or notice, at any time and without a
member's permission.

HRMS random of San Francisco Police Department members

Implementation, training & records (How to prove we did what we said?)

Upon approval of DB17-032 will be issued to all members. Per DB 15-141, both sworn and non-sworn
members are required to electronically acknowledge the Department Bulletin in HRMS

The Department will conduct on going random audits of members’ activity without notice or cause.
Members who fail to comply with this policy many be subjected to discipline.
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